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DevOps Field Knowledge

Things I've learned

Things | remember




Before DevOps practices




Issue 1 — Siloed teams




Issue 2 — Inconsistent environments

Configuration changes o Promote changes o Approve changes

Development Staging Production
Server Server Server




Issue 3 — Slow Deployment cycles

REQUIREMENTS

DESIGN

Waterfall



Issue 4 — Security Concerns
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What is DevOps?



DevOps Tools
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Agile Methodology
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Agile Terminology

Sprint

Daily Stand-ups
Spring Planning
Sprint Review
Sprint Retrospective
User Stories

Epics

Backlog



Quick example

* Project Overview
* Project Name: Online Bookstore Development
* Goal: Develop an e-commerce platform for selling books online.
 Team: 5 Developers, 1 SRE (DevOps), 1 Scrum Master, 1 Product Owner



Quick example

* Sprint 1: Setting Up Basic Features
* Duration: 2 weeks

* Sprint Planning:
* User Stories:
* As auser, | want to create an account so that | can make purchases.

* As auser, | want to browse books by category so that | can find books easily.
* As an admin, | want to add new books to the inventory so that users can buy them.



Quick example

* Tasks:
* Implement user registration and login functionality.
e Develop a basic Ul for browsing books by category.
e Create admin functionality for adding books to the inventory.

* Daily Stand-Ups:

 Team members discuss progress, any blockers, and plan for the day.



Quick example

* Sprint Review:

* Demonstrate the following:
* User registration and login pages.
* Book browsing interface.
* Admin panel for adding books.

e Collect feedback from the Product Owner and stakeholders.



Quick example

* Sprint Retrospective:
* What Went Well:

* Good collaboration among team members.
 Completed all planned user stories.

 What Could Be Improved:

* Improve communication with stakeholders to gather more detailed requirements.
* Allocate more time for testing.






What is Git?




Git Workflow

Local Remote

directory area repo




Basic Commands

* Clone: git clone [repository_url]

e Commit: git commit -m "commit message”
* Push: git push [remote] [branch]

 Pull: git pull [remote] [branch]

* Branch: git branch [branch_name]

* Merge: git merge [branch_name]

* Status: git status

* Log: git log



Git vs GitHub

Git GitHub

First developed GitHub is ===
in 2005 designed as a ==
Git repository
hosting service

Git is installed

and maintained GitHub is
on your local B exclusively
system (rather cloud-based

than in the You can share
cloud) One thing that your code with

really sets Git others, giving
V apart is its them the power /
o branching to make

model revisions or edits

Git is a high quality version control system




Ci/Cd



Application Integration ﬁ
Test Test

Automatic trigger
Continuous Delivery

Application Integration Acceptance
Test Test

Continuous Deployment

Application Integration Acceptance .
Test Test Test Fioduction




Jenkins Pipeline

Jenkins Workflow
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Generate on catch/finally build-
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Work Build/Launch .( Norkd EM)

Start (Docker) Deploy

Development — Production




Dashboard
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creating-a-pipeline-in-blue-ocean
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Build Now
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Jenkinsfile

Jenkinsfile (Declarative Pipeline)

pipeline { o

agent any o
options {
skipStagesAfterUnstable()
Iy
stages {
stage('Build') { @
steps { @
sh 'make’ o
¥
}
stage('Test'){
steps {
sh 'make check'
junit ‘reports/**/*.xml’ ‘a
}
}
stage('Deploy’) {
steps {
sh 'make publish’
}
}
¥



Infrastructure As Code (laC)



WRITE

Developers

|laS Workflow

Infrastructure
Code

]

Version
Control

PUSH OR PULL

>

Infrastructure
4 in the Cloud
MANAGE
'SP Automation
Lt API or Server
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\_ . Infrastructure
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Terraform Code

resource "google_compute_instance" "vm_instance"
name = "terraform-instance"
machine_type = "fl-micro”
initial_node_count = “3”
boot disk {
initialize_params {
image = "debian-cloud/debian-9"

}

provider "google" {

project = "your-gcp-project-id"
"us-centrall"”
"us-centrall-a"

}
L network_ interface {
| network = google_compute_network.vpc_network

access_config {

iy
H’ — u e | ———

Terraform Target API




==

User

Writes

Terraform Workflow

Public Cloud
Deploys
Configures .
)= Nrstom <o
Configuration
Files Private Cloud

Deployment Targets




Terraform Commands

* |nit

* Plan

* Apply

* Show

* Destroy



Benefits of Terraform

* Consistency

* Version Control
 Scalability

* Automation

* Collaboration



Configuration Management



CONFIGURATION

MANAGEMENT
i l Y l i
Conﬁguration Configuration Configuration Configuration Configuration
Planning and [dentificati Change Status Varfication
Management SNETCatION Management Accounting

FIGURE 6.5-2 Five Elements of Configuration Management




Ansible
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Ansible Hosts File




Ansible playbook — webserver setup.yml

: Setup web servers
: webservers
: yes

: Ensure Apache i1s installed
: apache2
: present
: yes

: Ensure Apache is started and enabled

: apache2
: started
: yes

: Configure Apache

: templates/apache.conf.j2
: /etc/apache2/apache2.conf




Command to execute the Playbook

$ ansible-playbook -i hosts webserver setup.yml



Contalnerization



VIRTUAL MACHINES VS CONTAINERS

Virtual machines Containers

Bins/Libs Bins/Libs

Guest OS Guest 0S

Hypervisor Container engine

Host Operating System Host Operating System

Infrastructure Infrastructure

0 altexsoft



DaCrena / DOCKElie /7 ...
FROM node:14.16.0-alpine3.13

RUN addgroup app && adduser -S -G app app
RUN ["chmod", "+x", "/usr/local/bin/docker-entrypoint.sh"]
USER app

WORKDIR /app

COPY packagex.json ./

RUN npm install

COPY .

USER root

RUN ["chmod", "+x", "./docker-entrypoint.sh"]
RUN ["chmod", "+x", "./wait-for"]

USER app

EXPOSE 3001

20 CMD |["npm", “start"|]




Inner-Loop development workflow for Docker apps

3.

Create Images

1. 2.
Write
Dockerfile/s

5. 6.

Run
Containers / Test

4. (optin)
Define services

o by writing

defined at
Dockerfile/s

|
Images

docker build

Base I 1
|

mages

your app

Compose app your app or

docker-compose.ymil . .
MICroservices

My
Containers

http
access..

-
~

Remote
Docker Registry
7_ (i.e. Docker Hub)

git push Push or

Continue
developing




Monitoring



What is Zabbix?

Server uptime Free space on / (%) Processor load Traffic In/Out

5 week 30% 0.04

Zabbix server performance Sessions srvi1/srv2

Values processed by Zabbix server per second

Zabbix processes MySQL operations

== Zabbix queue over 10m

== MySQL begin operations per second

o = MySQL commit operations per second
=

\ " -
= ma - MySQL delete operations per second

== MySQL insert operations per second
MySQL rollback operations per second
MySQL select operations per second

MySQL update operations per second




Key Features

e Data Collection
» Alerting & Notification
* Visualization

* Auto-Discovery
* Templates
* APIls



SNMP Manager

t1
L

SNMP

SNMP Agents

/ / Router
==
\R Server

Multilayer Switch

SNMP OID Description

folntiBeQPackets Packets conform by shaping in the interface, policy, and
13614112356 10175411 class.

folnifBcQBytes 1.3.6.1.4.1.12356.101.7.5.41.2  Bytes conform by shaping in the interface, policy, and class.
folntiBeQPDrops 1.3.6.1.4.1.12356.101.7.5.41.3 Packets discard by shaping in the interface, policy, and class.

fointfBeQBEDrops 1.3.6.1.4.1.12356.101.7.5.4.1.4 Bytes discard by shaping in the interface, policy, and class.



Host Templates IPMI Tags Macros  Inventory  Encryption  \alue mapping

SNMP

ltems

All templates / Cisco 2620 SNMPv3  Applications  Items 10 Triggers 3 Graphs 2  Screens  Discovery rules

ltem  Preprocessing

* Host name | SNMP device host

*Mame ‘ Serial Mumber |

Type ‘ SMMPv3 agent

* Key ‘ 13612147 1111111

* SNMP OID ‘ 13612147 1111111

Visible name | SHME
il Discovered hosts X
Interfaces Type |P address DMNS name

Context name

Agent | 127.0.01 I

Security name ‘ {BSNMPV3_SECURITYNAME}

Security level

. SNMP | 127.0.0.1 | |

* SMMP version | SNMPv2 ~

Authentication protocol MD5 SHA

Authentication passphrase ‘ [5SNMPV2_AUTHPASS} |

* SNMP community | {SSNMP_COMMUNITY}

Privacy protocal DES AES

Max repetition count Q

Use combined requests

Privacy passphrase ‘ {BSNMPV3_PRINATEPASS] |

Port ‘ {5SNWPV3_PORT} ‘

Type of information ‘ Text

* Update interval ‘ 1d




Zabbix Agent

Poller requests data Connects to the trapper port
via TCP 10050 via TCP 10051
'—' -‘
Passive agent Zabbix Server Active agent
—_— -
Agent responds Pushes requested data
with the value via TCP 10051

* Name

BT | Zabbix agent v
Zabbix agent
" Key | Zabbix agent (active) Select
Simple check
SNMPv1 agent
SNMPv2 agent
SNMPv3 agent
SNMP trap
Zabbix internal
Units | Zabbix trapper
Zabbix aggregate
* Update interval  External check
Database monitor
HTTP agent
IPMI agent
SSH agent ] aUs 1-7,00:00-24:C0 Remove
TELNET agent
JMX agent
Calculated
Dependent item

* Host interface

Type of information

Custom intervals Interva Period Action




Need in the market

m Q devops @ Canada

Date posted ¥~ Experience level ¥ Salary ¥ Compan

devops in Canada Set alert . n

3,366 results

F

Ma

ndaineering. D& -



Decent pay

~ A devops Jobs | Linkedin X @ robert half dev G > S X @ robert half insights pdf - Goo th  DevOps Engineer Salary in Van: X +

G C 25 roberthalfcom/ca/e

13 Robert Half Find Jobs v Hire Talent v  Explore Consulting Solutions ~  Discover Insights v Q  signin

DevOps Engineer in Vancouver, BC

R Salary for DevOps Engineer in Vancouver, BC

$107,120 - $166,400

$107,120 $135,200 $166,400

New to the role, with little or no experience; requires Has the experience to consistently perform core Value to the organization goes far beyond the ability
more than casual Instruction or supervision to responsibllities without direct supervision; very to perform normal job dutles; has rare qualifications
perform day-to-day duties comfortable with processes and subject matter that enable consistent contribution in unique ways;

associated with the role ready for next career level when available




How to break in?

* Technical Skills * Job search
1. https://roadmap.sh/devops 1. Attend DevOps conferences
2. Projects / personal portfolio 2. Practice interviews
Site
3. Reach out on LinkedIn



https://roadmap.sh/devops
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“What you do makes a diﬂ%vence,

and you have to decide
what kind of diﬁrerence

you want to make.”

—Jane Goodall




